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Abstract: Data analysis is increasingly critical in aiding decision-making within public and privateinstitutions. This paper scrutinizes the
status quo of big data and data analysis and its applicationswithin Ecuador, focusing on its societal, educational, and industrial impact.
A detailed literature review was conducted from academic databases such as SpringerLink, Scopus, IEEE Xplore, Web of Science, and
ACM, incorporating research from inception until May 2023. The search process adhered to the PRISMA statement, employing specific
inclusion and exclusion criteria. The analysis revealed that data implementation in Ecuador, while recent, has found noteworthy applications
in six principal areas, classified using ISCED: education, science, engineering, health, social, and services.In the scientific and engineering
sectors, big data has notably contributed to disaster mitigation and optimizing resource allocation in smart cities. Its application in the
social sector has fortified cybersecurity and election data integrity, while in services, it has enhanced residential ICT adoption and urban
planning. Health sector applications are emerging, particularly in disease prediction andpatient monitoring. Educational applications
predominantly involve student performance analysisand curricular evaluation. This review emphasizes that while big data’s potential is
being graduallyrealized in Ecuador, further research, data security measures, and institutional interoperability arerequired to fully
leverage its benefits.
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1. Introduction

From ancient data records to the contemporary era of information and communication technologies (ICT), one aspect remains
consistent—data analysis, a process that inspects, cleans, transforms, and models data to discover useful information, which has been
a cornerstone in decision-making across various societal spheres [1]. The ICT revolution of the early 20th century marked a transition
from conventional to strategic information systems, leveraging technology to process data with greater efficiency [1]. During the
1930s in the United States of America, the inception of big data analysis was sparked as public institutions aimed to optimize
resources by tracking citizens’ social security contributions [2]. Fast-forward to the present, the explosive growth of data—a product
of rapid digitalization and interconnectivity—presents both an opportunity and a challenge.

Data are now described as the new oil, with their value and impact echoing throughout all sectors of modern society, including
education, manufacturing, and public sector man- agement [3,4]. However, extracting meaningful insights from these vast datasets
requires specialized methods and technologies [5]. Despite the increasing prominence of big data, studies on its application in
developing countries like Ecuador remain sparse, underscoring the significance and need for our bibliometric review.

The growth and advancement of data analysis techniques, particularly those that facilitate the study of extremely large datasets, or
big data, have transformed various fields, from business to healthcare. They are now poised to revolutionize education and manufac-
turing, among others. In the educational context, these advanced data analysis techniques provide valuable insights into student
attributes, learning behavior, and psychological state, enabling tailored, effective teaching strategies and curricular reforms [6,7].
Meanwhile, in the manufacturing industry, big data’s role is no less critical. It lies at the heart of the Industry 4.0 paradigm, driving
operational efficiency and business growth [8]. However, the actualization of these benefits requires overcoming hurdles related to
sustainability, privacy, and access equity [9,10].

The primary objective of our bibliometric review is to explore the current state of big data applications in various sectors within
Ecuador, identifying prevalent themes and potential gaps in the existing literature. To achieve this, we utilize comprehensive
databases to aggregate relevant research, applying strict inclusion and exclusion criteria to ensure the validity and relevance of the
selected studies. The data analysis will encompass techniques that enable a nuanced understanding of big data’s role and potential
within the Ecuadorian context. The study leverages various analysis techniques, including keyword analysis, citation analysis, and
co-authorship analysis, to discern trends and patterns in the selected articles.

Our review promises to make a unique contribution to the existing body of knowledge, providing much-needed insights into the state
of big data applications in a developing country context. The findings could inform decision-making and policy development,
particularly in sectors like education and manufacturing where the impact of data analysis techniques and big data is profoundly felt.
In turn, the relevance of our research extends to the wider scientific community, paving the way for future studies exploring similar
themes in other emerging economies.

The current technological infrastructure allows for storing any type and amount of information in the cloud, leading to the exponential
growth of digital information [11]. Extracting and analyzing this information from large data sets helps society and industries to
predict trends, understand people’s behavior, make better business decisions, and create innovative industrial solutions [12]. On the
other hand, educational big data has many applications, such as educational administration, teaching innovation, personnel selection,
and research management [13]. Moreover, big data in education, together with artificial intelligence (Al), gamification, facial
recognition, voice-based learning, and simulation, maximizes learning effectiveness [14,15]. This new ecosystem of data and
educational tools has enabled the exponential growth of online learning, transforming education [16].

Big data analytics or big data has a significant influence on society and industry, and there are challenges related to sustainability,
information gathering, and analysis that must be addressed [9]. Population growth and resource depletion force manufacturers to
become more competent and sustainable [17]. Advances in manufacturing processes in manufac- turing industries are increasing
thanks to the use of technology [18]. In addition, it has motivated the generation of research that uses these tools to understand user
relationships and experiences [19].

In Latin America, including countries like Mexico, Brazil, Argentina, Chile, and Colombia, there has been an increase in the number
of companies dedicated to data analysis. As described by Correa [20], for Latin America to achieve greater industrialization, it
required the use of foreign technologies to renew its infrastructure. This dynamic that has driven and maintained the private sector
has also been reproduced at the governmental level to improve decision-making, seeking the benefit of citizens. However, it is not
enough, which is why there is criticism of the governments of Latin American countries regarding the misuse of public resources
and other social problems.

Big data answers questions that many organizations have never even asked themselves, providing a starting point for decision-making
and quick problem identification. No matter the companies’ strategic sector today, they handle large amounts of data. However, if
they are analyzed and used, a critical opportunity for competitiveness and growth is recovered. The importance lies in determining
the root causes of failures; companies also have a better understanding of the market and their competitors.

Proper data management is particularly relevant in countries with a low level of technology, especially in the public sector. According
to Toapanta et al. [21], this situation has generated dissatisfaction among citizens in Ecuador due to inefficient and slow ser- vices.
In addition, it is necessary to implement more information control and supervision mechanisms since, according to current legislation,
all information must be protected by the National Public Data System, guaranteeing its veracity and reliability. The study by
Pazmifio-Maji et al. [22] presents a systematic review of learning analytics (LA) in Ecuador, identifying common areas of application
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and challenges for its implementation, such as the lack of technological resources and teacher training.

On the other hand, Pazmifio-Maji et al. [23] focused on analyzing the current state of research on LA in Ecuador through a systematic
review of the scientific literature, providing a replicable methodology that can be used by other researchers interested in studying
LA in Ecuador. In contrast, the study by Pin Garcia [24] shows that the discipline of process mining is relatively new in Ecuador and
that its application has been mainly in the educational field. Despite this, it highlights the potential of process mining to improve the
efficiency and effectiveness of processes in several application domains in Ecuador. The articles mentioned above provide valuable
information on the use of technologies related to data collection and analysis in the educational and organizational environment in
Ecuador. However, none of these studies specifically focus on Data Analysis applications in the country, indicating the need for
further exploration of this topic.

This article is structured as follows: we begin with an introduction to Big Data and its relevance in developing countries such as
Ecuador. Then, we detail our bibliometric review methodology. We then present and discuss our findings, before concluding with
the implications of our research and suggestions for future studies.

2. Methodology

2.1. Obijective

This paper aims to analyze the current situation of big data and its applications in Ecuador, as well as its impact on Ecuadorian
society, education, and industry.

2.2. Protocol

The field of big data research in Ecuador is recent, so it was determined that there was a need to develop a literature review. The
research protocol contains inclusion and exclusion criteria established according to the context of the country of study. In addition,
for a better understanding of the protocol, the flow chart proposed in the PRISMA (Preferred Reporting Items for Systematic
reviews and Meta-Analyses) statement is shown in Figure 1.

2.3. Search Strategy

The search was conducted in databases containing academic information: Springer- Link, Scopus, IEEE Xplore, Web of Science,
and ACM. Keywords related to the subject matter were selected, and their search syntax was adapted according to the
characteristics of each platform. In addition, to minimize selection bias, we included the citations of all the selected articles in our
study. Finally, Supplementary Material shows the search equations and their combinations, in the Table S1.

2.4. Inclusion Criteria

A comprehensive literature search was carried out in English from inception until 30 May 2023. This search included studies
carried out in the Ecuadorian territory or by institutions in the same country. The eligible works had to be original peer-reviewed
articles published in books and indexed journals. Also, this review only included research by researchers based in Ecuador who had
developed their research within the research fields.

2.5. Exclusion Criteria

All articles that are part of the following groups: (i) theses and project documents,

(i) articles published in non-indexed journals, (iii) research developed in a country other than Ecuador, (iv) documents without
peer review, (v) any bibliographic or bibliometric review, and (vi) research that did not involve big data.

2.6. Data Sources and Search Strategies
The authors searched for relevant articles in SpringerLink, Scopus, IEEE Xplore, Web of Science and ACM databases from their
inception until May 2023. Search terms included keywords related to big data (“data analysis”, “big data”, “hadoop”, and “data

» o« » o« » o«

mining”), different areas of knowledge (“sciences”, “engineering”, “services”, “education”, “health”, and “social”), terms related to

»n o«

governance (“society” and “e-government”) and education (“education”, “research”, and “academia”).

2.7. Identification and Selection of Studies

The guidelines established in the Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) statement were
applied to identify and select the studies. This statement consists of the following stages: identification, selection, eligibility, and
inclusion. In the first identification stage, a search was carried out in Scopus, Springerlink, ACM, IEEE Xplore, and WoS, applying
Boolean operators, which allowed the identification of 2737 articles. At this stage, the authors (JB and MA-Ch) reviewed the titles
and abstracts of the articles found, and those considered most relevant by at least one of the reviewers were identified. If there was
no consensus among the authors, the collaboration of a third author (FA-C) was requested to help decide to include or exclude the
research in the review. Finally, all identified articles were in a matrix. In the second screening stage, 1056 research studies
considered duplicates were excluded from the review, and 29 research studies cited in the articles identified in stage 1 were
included, leaving a total of 1710 research studies in stage 2. In the third stage of eligibility, after reading and analyzing the research
selected in stage 2, 109 articles were selected. Finally, in the fourth stage, called inclusion, 22 articles were left that met all the
review criteria. Figure 1 shows the flow diagram of the review.

3. Results

Some Latin American countries such as Mexico, Colombia, Chile, Argentina, and Brazil have reported an increase in big data
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initiatives since 2012. This trend in the use of big data is intensified by the adoption and use of social networks, in addition to
Google trend information that allows for the analysis of different social issues [4]. However, in Ecuador, the implementation of
data analytics is a relatively new topic.

The review was conducted in five databases hosting numerous high-quality journals and publications from inception until May 2023.
The information found was organized according to the International Standard Classification of Education (ISCED), used by the
Secretariat of Higher Education, Science, Technology and Innovation (SENESCYT) and developed by UNESCO. This way, the
research falls into six areas: education, science, engineering, health, and social services. A detailed description of the articles is given
in Table 1.

The analysis of Table 1 and Figure 2 collectively provides insightful information about the impact of various areas of knowledge on
big data applications. Notably, the results suggest that the fields of engineering and science exert the greatest influence in this domain.
This significant impact is discernible even when considering data from Ecuador, a country that exhibits a relatively lower number of
publications compared to fields such as education and social sciences. Conversely, the fields of services, as well as health and social
services, show only a limited interest and impact in the context of big data applications. These findings could serve as valuable
insights for future research endeavors and inform public policy in Ecuador, potentially fostering exploration and development of big
data applications in sectors that promise a greater impact.

3.1 Sciences

Ecuador is situated in the “Ring of Fire” [47], an area with high seismic activity, making it vulnerable to earthquakes [48]. The use
of big data can aid in developing preventive mea- sures and public policies to mitigate the impact of such disasters. Researchers have
found a relationship between human mobility patterns and the effects of earthquakes [38], indicat- ing that people move towards less
affected areas. March, April, and May are the months most prone to earthquakes, providing essential information for risk management
[37]. Big data analysis can also aid in agriculture, predicting variables such as soil moisture, relative humidity, temperature, and
luminosity, allowing companies to make informed decisions [36]. The OpenStreetMap project analyzes data from Quito [39],
identifying errors and proposing corrective measures. The pilot study demonstrates the usefulness of automated methods in
optimizing resources.

3.2 Engineering

The versatility of the Internet of Things (1oT) allows it to be adapted to various fields of knowledge, including the implementation
of sensor and actuator networks in homes, campuses, and cities to create smart environments. In a study conducted on a traditional
university campus in Quito, a smart city design using the 10T and big data was applied to obtain data on mobility, student
concentration, and vending machine purchases [41]. The data collected were used to plan schedules, avoid crowds, and improve
processes. In ref. [40], a projection was made for the electricity consumption in the distribution system of Empresa Eléctrica Ambato
Regional Centro Norte S.A. (EEASA), which covers three provinces of Ecuador, to improve the resilience of the electrical system.
With the help of new technologies and automated projection processes, preventive actions can be taken to ensure the reliable and
efficient supply of essential services such as drinking water, electricity, telephony, and the Internet in smart cities [49].

3.3. Social

Ecuador’s public sector faces challenges due to outdated systems for information management, leading to inefficiency, distrust in
processes, and security problems such as information theft [50]. Blockchain technology and cryptography are proposed as solutions
to improve computer security by minimizing security problems and protecting users [30]. The use of these technologies can also
increase citizens’ confidence by providing double verification with their digital signature when accessing information.

Social network data analysis is used to assess the quality, consistency, and integrity of presidential election data in Ecuador. Apache
Flum tool was used in 2017 to process data from the Twitter social network [31], while the 2021 election generated a lot of social
network interaction data [27]. The analysis of tweets using numerical weights showed that there were more positive tweets towards
the candidate Lasso in the province of Pichincha and more negative ones towards the candidate Arauz [26]. However, there were
also fraudulent Twitter accounts that spread harmful content against the opposing candidate, known as “trolls.” These practices can
be dissuaded with the use of technological systems. Big data can be applied in various sectors, including commercial transactions in
the private sector, residential electricity consumption, and socioeconomic levels of neighbor- hoods [51]. Despite its potential, around
90% of the data held by credit card providers is not used in data analytics applications to improve processes [52]. Even at the
residential level, data analysis can provide insights that influence decision-making, such as the increasing use of low-consumption
light bulbs [29] and the determination of socioeconomic levels using information from airtime recharges of cell phones [28]. In [25],
a computational algorithm was developed in RStudio, and in conjunction with ArcGIS software for geo- graphic information, spatial
segregation patterns were identified in Ambato, Ecuador. The use of big data can create new communication and transaction
networks, attracting new customers and entering new markets, and contribute to decision-making in various sectors.

3.4. Services

In Ecuador, there has been an increase in the adoption of Information and Communi- cation Technologies (ICT) at the residential
level, with smartphones and voice assistants becoming commonplace. This has led to the generation and storage of significant
amounts of data which could be integrated at the municipal level to boost the smart city concept. Latin American cities such as
Santiago and Buenos Aires have already efficiently managed transportation, power grids, energy consumption, healthcare,
construction, and green environments through the use of 10T technology. While communication networks are often physical, there
is also a proliferation of wireless networks such as Wi-Fi, GSM, and Bluetooth. However, in cities such as Quito, vehicular traffic

14



congestion remains a significant issue. To address this problem, intelligent resource management could help generate smart cities
[33]. Data generated by social networks and acquired by sensors can be used to identify vehicular traffic zones using historical
records. With proper management proposals, these smart city initiatives could help alleviate problems caused by migration,
population growth, and the automotive industry, ultimately improving the quality of life

for residents [32].

3.5. Health

In Ecuador, technology can be used in health institutions to increase human well-being by using data analysis to determine behavior
patterns and factors that could increase a person’s state of health. Cardiovascular disease, diabetes, and cerebrovascular and
hypertensive diseases are prevalent among the Ecuadorian population, and not many studies related to big data applied to health have
been presented. However, a study carried out by [34] identified people at risk of developing cardiovascular disease using 13
computational algorithms and found that age, weight, drug use, constant headache, chest pain, swollen feet, elevated systolic and
diastolic blood pressure, fatigue, and acute exhaustion were the most significant variables. The random forest model showed the best
precision in predicting high-incidence diseases in the country by analyzing the patient’s historical information.

On the other hand, Yacchirema et al. [35] presented an innovative proposal for mon- itoring and treating obstructive sleep apnea
(OSA) in the elderly using loT and big data

technologies. The proposed system collects data from various sources, such as environmen- tal sensors, heart rate monitors, and air
pollution data from smart cities. These data are processed using a fog computing approach and analyzed using big data tools in the
cloud.

These advancements in healthcare demonstrate the transformative power of big data in Ecuador. By leveraging data-driven insights,
healthcare professionals can make more informed decisions, devise personalized treatment plans, and implement targeted interven-
tions. This holds the potential to improve the overall health outcomes for individuals and contributes to the development and
progression of the big data ecosystem in Ecuador. Inte- grating 10T and big data technologies offers a promising avenue for
optimizing healthcare services, facilitating real-time monitoring, and enhancing the interoperability of heteroge- neous devices. As
these innovative solutions gain traction, Ecuador is poised to witness the growth and integration of big data in healthcare, paving the
way for improved healthcare delivery, enhanced patient experiences, and, ultimately, a healthier population.

3.6. Education

Big data tools are being utilized in education to analyze student performance, evaluate curricula, and identify areas for improvement
[53]. The Universidad Técnica Particular de Loja (UTPL) has implemented an educational system that uses Hadoop to organize and
collect data on student behavior, allowing for predictions and informed decisions [46]. Studies have shown that analyzing student
demographics, knowledge assessments, and performance can provide relevant information on existing patterns. For example, a study
on Israel Technological University analyzed student grades from 2012 to 2018, revealing that the nineth semester had the highest
approval rate, while the second and third levels had the highest losses [45]. Another study used machine learning algorithms to
determine the variables that influenced mathematics performance in high school students in Ambato- Ecuador, with the random
forest model generating the best prediction results [42].

However, it has also been noted that some universities lack comprehensive training in data-related subjects. A study analyzed the
contents of data journalism subjects in social communication and journalism careers from six universities in Spain, Colombia, and
Ecuador, revealing the need for curricular changes [44]. Therefore, using big data to identify students’ needs is essential and can be
influenced by sociodemographic factors. For instance, a model proposed in a study revealed that online students in a university in
Ecuador had an average grade of 6/10 due to working full-time, while face-to-face students had an average age of 20 and only 1%
worked [43].

4, Discussion

As previously mentioned, research related to big data has recent precedents in Ecuador, with a notable increase primarily from 2019.
Publications are grouped by research areas and their trends compared over time, making it possible to identify some dominant fields,
including computer technology, international economics, computer sciences, and policy sciences. Data collected in the Ecuadorian
Repository of Researchers (REDI in Spanish) suggest that, between 2016 and 2018, only 0.72% of investigations were related to
data analysis and big data [54]. Simultaneously, there is evidence that contributions related to robotics, wireless, big data, computer
networks, and digital television have decreased. This indicates that, despite some research evidence, the studies related to data
analysis and big data conducted within the country remain insufficient. Only a handful of researchers are involved in and generate
projects that aim to implement big data techniques. This situation, however, opens up opportunities to fill the knowledge gap that
currently exists in Ecuador. Social networks, like Twitter, have become invaluable resources for understanding human behavior and
trends, especially in the realm of data analysis and big data. these platforms present a challenge, however, in terms of data quality
evaluation. Ensuring that information adheres to quality guidelines is paramount for interpretation and reliability [31], which in turn
supports decision-making within various sectors. Interestingly, the evolution

of data analysis and big data tools has led to options that forego the need for cloud storage, such as Google Suite [26].
Twitter, in particular, provides a wealth of data. These data have been leveraged in research exploring interactions during electoral
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processes in Ecuador. For instance, the previous two elections saw high levels of engagement, with comments both in support of and
against the presidential candidates. By using data analysis and big data techniques, it is possible to identify voting trends, influential
proposals, and those proposals that fail to gain traction among citizens. It also enables the identification of accounts or users
predominantly disseminating harmful political content intended to discredit opposing candidates [26,27]. Such damaging practices
have regrettably become an integral part of the electoral process and everyday political life. Despite this, there are ongoing efforts to
use data analysis and big data techniques to measure the impact of such harmful content. This information is also being used to trace
the originators of such content and propose limitations for the creation of new accounts with the sole intent of discrediting others.
The public sector also employs data analysis techniques, managing and integrating millions of citizens’ records. This incorporation
necessitates the implementation of infras- tructure and protocols to guarantee the security, accuracy, correctness, and accessibility of
the information. Initiatives such as [21] bring transparency to the operations conducted by both public and private entities. As a
result, databases must adapt to the unique re- quirements of the projects, often requiring the augmentation of relational databases
with non-relational ones. The use of open-source platforms, like Linux [54], has been found opti- mal to ensure the integrity and
availability of the data. These processes not only guarantee data immutability but also enable the tracing of information theft attempts.
In the business sector, according to [55], 40% of Ecuadorian companies are already utilizing big data tools. Out of these, 65% use it
to gather market information, 82% to generate new knowledge about their company, and 53% to analyze information swiftly. The
mindset of entrepreneurs is shifting as they see big data as an opportunity to comprehend data from various sources in real-time and
to innovate. Within the hotel industry, these techniques enable efficient management of company accounting based on supply and
demand fluctuations throughout the year. According to [46], around 19% of a sample of three- and four-star hotels in Ecuador and
Cuba are utilizing big data to streamline their operations. This strategy allows businesses to anticipate current reservations, thereby
offering superior organization to their clients.

The information gathered through data analysis and big data techniques can guide specialized marketing campaigns for specific
sectors. Furthermore, daily data generated from customers can be utilized to predict and cater to their future needs [56]. These tech-
niques also provide an opportunity to identify and anticipate auxiliary services customers may require, like extended stays or gym
renovations (infrastructure management). Regular interactions and inquiries from customers generate valuable data, leading to
informed decision-making. Predictive insights drawn from this data can not only enhance the condi- tions of a particular
establishment but can also contribute to a management model with positive implications for the entire country.

Transportation planning and management is another sector deriving benefits from data analysis. This component is vital in urban
planning, potentially improving living conditions in large cities. Data from social networks can serve as references to under- stand
the congestion issues in major Ecuadorian cities. Georeferenced data, supplied by smartphones, can be analyzed to create heat maps
that emphasize the city’s busiest areas. This information could guide public administration, encouraging the formulation and
implementation of short- and long-term policies. Other cities serve as tangible examples of how these tools can alleviate congestion
problems. The study by [33] demonstrates how Twitter data, a real-time source, can enhance local management.

Likewise, data from citizens’ homes can be gathered to understand their consumption habits and waste management practices. As
daily practices are continuously evolving, there is an ongoing need to create and update waste management policies. One clear

instance of this is the recent trend towards energy-efficient light bulbs. While their in- creasing popularity positively impacts national
electricity consumption reduction, it may also potentially have adverse environmental effects. Here, big data can be used to high-
light different variables that signify the socioeconomic status of residents. As indicated in [28], the quantity of cell phone airtime
purchased can be a reflection of residents’ living standards. The study has found that areas with higher income levels see more
significant investments, while the opposite is true for areas with lower incomes. This disparity across cities underscores that spatial
segregation is far from being eradicated. Data analysis provides objective information about resource access and the sectors that need
them the most. Such information could be harnessed to influence local government changes and initiate substantial transformations
in Ecuadorian society [25].

In the healthcare sector, data analysis can contribute to adjustments in care protocols and the existing hierarchy, based on patient
needs and predispositions to specific illnesses. Analysis of various risk factors can suggest potential impacts on other conditions,
such as cancer, thereby facilitating the development of local and regional predictive models. This differentiation is equally applicable
to hospitalized patients and those dealing with acute and degenerative diseases. Demographic and geographic factors that impact
different age groups can be customized based on needs and the resources available, as illustrated in [34]. Studying populations in
smaller cohorts can simplify the implementation of policies and modifications in the Ministry of Public Health’s planning. Data
related to mental health, stress, depression, and anxiety can also be integrated into a comprehensive personal analysis. This
encompasses other factors such as the emergence of new viruses, pollution, environmental changes due to global warming, and other
elements that society will incorporate as it progresses.

The competition for student admissions in the education sector, especially in private universities, is currently very intense. Data
analysis can provide information that assists in establishing strategies to attract new students. These strategies can include creating
new academic programs or expanding to other cities, all in alignment with the social and economic characteristics of the local
environment and professional needs, as identified through Data analysis. Curricula that may be outdated and less appealing to
applicants can be refreshed. This issue is explored in [44], where shortcomings in journalism and social communication curricula
were identified, triggering updates. To enhance the effectiveness of such measures, data from other successful universities could be
studied, and experiences could be shared.
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Furthermore, considering sociodemographic factors can aid in the development of distance learning programs for individuals who
cannot attend in-person due to personal or professional commitments. The trend towards distance or online education has seen a
significant rise in the region since the beginning of the COVID-19 pandemic, as observed by [57]. Villegas-Ch et al. found that the
current activities within their case study’s online format were insufficient for proper learning [43]. The notion of self-directed learning
deserves deeper exploration, as it is not a linear process; it encompasses a variety of techniques that depend on both the individual
and the context. Hillier et al. [58] discuss ultra-learning, a method that allows students to choose the content they need to learn and
understand its relevance. In this setting, the adoption of technology is essential, as is the regulation of its use to avoid resource misuse.
Computational algorithms enable the selection of data that can be used for pattern detection, as illustrated by the study [43]. Factors
such as age, working conditions, and even the mode of study underscore the need to establish differentiated norms that adapt to the
conditions of each student. However, it is crucial to understand that learning processes are varied and individual, and outcomes
improve when tools and activities that align with this methodology are encouraged. In this light, with the appropriately utilized
information, new educational models can be proposed. These models could focus on competency- based learning and project-based
learning. Furthermore, consideration should be given to those academic programs and levels that pose significant difficulties for
students, as well

as those that do not [45]. Since some institutions, particularly those at the primary and secondary education levels, lack sophisticated
computer systems, the implementation of simple algorithms is suggested [42]. This strategy could reduce computational costs and
facilitate replication in other high-performing institutions.

Apart from employing learning analytics to extract information about student learning, big data can potentially inform educational
policymaking and implementation. Internet users, particularly those who are active on social media or run blogs, often express their
opinions and sentiments online. These online comments and messages serve as new sources of public opinion, proving invaluable
for policymakers in their quest to understand public issues and needs, develop policies to address them, evaluate policy effectiveness,
and even engage the public in generating ideas and solutions [59]. Online public opinion data sources often provide rich detail about
human behavior and contextual factors, including textual information (e.g., a text message about a particular policy), temporal
information (e.g., the time the message was posted), and structural information (e.g., who communicated with whom about the
policy).

In Ecuador, substantial changes have occurred since the implementation of the most recent constitution. The nation is declared a
country with free access to information, mandating public accessibility, and ICT plays a vital role in ensuring this regulation is
upheld. From a social perspective, identifying citizens’ needs necessitates the analysis of high volumes of data. This, however,
signifies extensive analysis of confidential data and a risk of information leakage; therefore, an enhancement in security measures in
data processing and a guarantee of confidentiality are essential. In this regard, the importance of computer security becomes apparent,
a research topic closely associated with big data. This emphasizes the need to upgrade public information storage and control systems
and to reduce social inequalities.

A growing social demand to stay informed exists, guaranteeing better education and cultural, political, and economic development.
One of the challenges of ICT in the educational field is to establish a proper connection with the social and productive field. Data
analysis will facilitate our understanding of the professionals in demand today, the skills that need to be incorporated, and the
anticipated results.

All this will facilitate the implementation of more efficient governance models that improve the quality of life for citizens. As
mentioned in [60], Ecuador is beginning to change its models, and government support is essential to meet these objectives. When
evaluating the trend for the development of opportunities using ICT, according to the Global Information Technology Report,
Ecuador ranks number 82 worldwide. Since the migration of information to digital environments began, it is evident that the
interoperability of public and private institutions is a necessity in today’s world. Most of the applications included in this review
show significant heterogeneity and a need for compliance with macro-objectives. Although there are proposals in various fields of
knowledge, there is a need for a centralized alignment with the current policies.

Technology advances rapidly, and the evolution of applications needs to keep pace; the governments of today and tomorrow face the
challenge of continuing to promote informa- tion analysis for decision-making and the development of ICT. Simultaneously, they
must manage the resources and conditions so that academia and industry continue generating valuable proposals that contribute to
the comprehensive development of the country.

Limited access to documents conditioned this review; in general, conference papers are not freely accessible, so access was possible
to only part of the information. In some cases, direct requests were made for research, but not all received a favorable response. On
the other hand, some authors omitted the place where they conducted the study; therefore, in these cases, affiliations were taken as a
selection parameter; however, in some instances, the information required a more comprehensive view and, therefore, was excluded.
Another limitation is the limited research carried out in the country; therefore, performing a comprehensive analysis was impossible.
Most of the documents are congress articles with low impact in the scientific field; for this reason, developing a more robust

review (meta-analysis, for example) was impossible. The search also identified research with descriptive studies that explained and
proposed applications in their abstracts, but upon complete review of the document, there was no concordance and integrity between
the summary and the development of the document.

The low confidence of users in the proper treatment of data indicates the need to implement more big data projects in the country
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with high computer security protocols. In this sense, it is proposed as future work to implement big data analysis in public and private
institutions to develop algorithms that facilitate the analysis of the information generated by the institutions; this will help decision-
makers to choose the best option for each particular case technically, what is known as data-based decisions. Additionally, to promote
the development of in Ecuador, it is advisable to include complete information on the place of application, codes, and research data
to facilitate replicability.

5. Conclusions

This review highlights the state of research related to big data and data analysis in Ecuador, identifying the distinct areas where these
methodologies have been employed and the potential they hold to enhance the country’s development. Although there is evidence of
research related to big data, the study carried out in the country is still insufficient. Few researchers are involved in generating projects
with lines of research that aim to implement big data techniques. However, the mindset of entrepreneurs is changing, and they see
data analysis as an opportunity to understand data from various sources in real time and to innovate.

Big data analysis offers valuable information, contributing to the formulation of strategies in several sectors, such as education,
health, transportation, and tourism, among others. By analyzing the data, it is possible to identify the needs of citizens, generate new
knowledge, and make better decisions. However, it is essential to increase security measures in data processing and guarantee
confidentiality to avoid the risk of information leakage. The interoperability of public and private institutions is also a need in today’s
world.

There are still challenges to overcome, such as weak research carried out in the country, limited access to documents, and the low
confidence of users in the proper treatment of data. In this sense, it is proposed for more big data projects in public and private
institutions to be implemented and to promote the development of big data in Ecuador. Future work should focus on implementing
big data analysis in different sectors and generating algorithms that facilitate decision-making based on data. The ethical and social
implications of using big data in Ecuador should also be assessed.
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